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Abstract. The paper will focus on the increasing threat of cyber
espionage including both private and governmental sectors, including
immediate implications and long-term consequences. We shall see how the
“New Cold War” in the 21st century is directly changing the international
relations and what are the indirect effects of it on our daily lives. It has
become more then evident that cyber espionage plays an important role in
the new balance of power in the digital environment. On the opposite side,
cyber sabotage takes advantage of the vulnerabilities in a country,
creating devastating damage in all accessible sectors. For this reason, we
can no longer ignore the fact that the internet is boundless, and sometimes
our privacy and security are affected by global events. Inflicting
devastating damage to a target over the online environment has become
both cheap and easy, and for most of the times the attacker isn’t identified
or caught, making it a profitable business. Considering this, it is vital that
we understand the risks of becoming a collateral victim of an ongoing
cyberwar that it is still unknown to the large public when it comes to cyber
space.
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Introduction

The Digital Age has brought many changes to our lives, to the ways in which
we can communicate, search for information, conduct business, entertain ourselves,
making every activity a much easier and enjoyable one. This, however, also refers
to the ways in which we are making conflicts, because war has already been
adapted to the virtual environment in order to respond to the necessities of the
individual. Although in the beginning we were relating cyber-attacks to young
adults without jobs who were spending so much time in front of their computers,
the attacks also became more complex with the passing of time, involving small
gangs of hackers, later large groups of professionals, and finally being conducted
————————
* Faculty of Political Science, University of Bucharest; ion.alexandru@fspub.unibuc.ro.
Pol. Sc. Int. Rel., XV, 1, pp. 64–71, Bucharest, 2018.

2

HYBRID WARFARE IN THE DIGITAL AGE

65

by governments. This also led to an increase of online threats that we face every
day when connecting to the Internet.
We will be discussing the effects of cyber espionage and cyber sabotage on a
country that is directly involved or has a neutral point of view when it comes to
dealing with cyber-attacks. Cyber espionage has played a major role in producing
huge data losses to corporations and governmental institutions in the past few years,
while also exposing military and political confidential information1. Cyber sabotage
has become an important issue on the public agenda, since its damage affects
citizens directly, remaining a substantial challenge for the national cybersecurity2.
Both methods will be analyzed individually and later compared, in order to have
a better understanding on how to reduce their impact on an international scale.

The goals behind the hybrid war

When discussing the subject of cyber threats, most governments would answer
that good resilience helps to lower the impact of cyberspace events upon the
national critical networks. However, do they also take into consideration that their
offensive capabilities in cyberspace contribute to instability and ever-increasing
threats? Studying the virtual environment makes us not only question what we
have already seen in the past few years, but what we can expect to happen in the
future. No longer can we expect powerful nations to focus their efforts only on
creating the perfect cyber defense strategy, but rather to expand their attacking
methods. It has become simpler to understand that the internet has become a new
field for waging war and delivering false information in order to decrease the
national prestige of a country and to increase your own.
The challenges that Governments are facing nowadays are also referring to
fighting internet threats on their national territory, which aren’t limited to cyberattack and cyber criminality. Cyber espionage and cyber sabotage are the new
methods preferred by state-sponsored actors, in order to create instability and
cripple capabilities, while also remaining anonymous3. It’s being characterized as
a two-sided conflict, since the West and the East are waging an invisible war
launching public accusations while denying their implications4. Targeting sectors
such as: industry, research, government institutions and civilian population, searching
to gain advantages from the revealed information, or simply causing damage.
For this reason more and more money every year is being invested in building
up cyber defense capabilities of countries around the globe. As it turns out, having
good cyber security is not an option, it has become a mandatory point on the
public agenda of a government.

————————
1 James Blitz, Definition of cyber espionage, http://lexicon.ft.com/Term?term=cyber-espionage, accessed
on: 29.07.2017.
2 Financial Times, Definition of sabotage, http://lexicon.ft.com/Term?term=sabotage, accessed on:
29.09.2017.
3 Eugenie Silva, National Security and Counterintelligence in the Era of Cyber Espionage, IGI Global,
Hershey, 2016, p. 8.
4 Sam Jones, Cyber espionage: A new cold war? https://www.ft.com/content/d63c5b3a-65ff-11e6-a08ac7ac04ef00aa, accessed on: 25.09.2017.
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Different tactics are being used to pursue the interests of powerful actors in
cyberspace. We can discuss the implication of international actors such as Russia
in the US elections, or perhaps the interference of USA in the Iran nuclear facilities
through the Stuxnet virus5. While diplomacy only shows one face of the relations
between countries, indirect relations in cyberspace contradict them6. Little by
little the internet is becoming the new proxy through which hegemonic actors
are interfering in the internal politics of other countries. This is also because
software has its own vulnerabilities, that are being exploited in order to get
access to the targeted systems, which in 2016 were in a reported total number of
39867. We can safely assume that cyber threats will not decrease based on the
current vulnerabilities of systems.
The Internet was not only able to connect the whole world, but also to
reshape the face of international relations. In times of conflict it would prove
useful as an alternative weapon to the conventional means of fighting on the
battlefield, but it is also beneficial in periods of peace. Malicious activities conducted
by intelligence agencies on the internet, although not requiring a declaration of
war from both parts involved, are still coercive actions when analyzed individually8.
Even if the interest isn’t in waging a long period conflict, it is a good way to “test”
the rivals’ resilience to cyber threats and to have a better understanding of how
well they are going to react to an attack. When it comes to digital spying it is not
always the enemy that you had expected, but also one of your allies who is capable
of doing it, taking advantage of your good relations9. This could be interpreted
as a new form of bilateral relations, from the perspective of social science,
naming it dual-faced diplomacy – having good or neutral declared relations, and
just the opposite when it comes to digital relations. There are, however, benefits
to the constant race between countries to become super-powers in cyber space,
developing new technologies that could, in time, prove beneficial to the civilian
sector. Just as we have seen encryption technology being used for military purposes,
today it has become a multipurpose good.
Digital conflicts between governments have, from time to time, the capability
of affecting citizens and altering their daily activities, mostly intended, but also
unintended in a few isolated cases. In this regard it is worth mentioning recent
accusations against the Kaspersky Lab Antivirus Company, of working with the
Russian intelligence agency, and providing their customers with spyware capable
of recovering personal information from the victim’s device10. The accusations
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6 Bill Gertz, China cyber espionage continues, http://www.washingtontimes.com/news/2016/sep/28/china
-cyber-espionage-continues/, accessed on: 25.09.2017.
7 Symantec, Internet Security Threat Report – April 2017, Mountain View, 2017, p. 16.
8 Michael N. Schmitt, Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations,
Cambridge University Press, Cambridge, 2017, p. 168.
9 Claus Hecking, Stefan Schultz, EU Official Questions Trade Negotiations, http://www.spiegel.de/international
/europe/eu-officials-furious-at-nsa-spying-in-brussels-and-germany-a-908614.html, accessed on: 25.09.2017.
10 Jordan Robertson, Michael Riley, Kaspersky Lab Has Been Working With Russian Intelligence,
https://www.bloomberg.com/news/articles/2017-07-11/kaspersky-lab-has-been-working-with-russianintelligence, accessed on: 27.09.2017.
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have been denied by the company, stating it protects customers even against the
Russian government. That may be true, that the company isn’t directly involved
in providing information to FSB, but it may provide it indirectly, from human
resources leaks; or Kaspersky Lab might be under constant governmental
surveillance. Whatever the case, it is certainly not reassuring from the customer
point of view. This example shows just how dangerous cyber espionage has become,
since an individual pays for an antivirus capable of protecting him against such
online threats, only to become a victim of his own purchase. As in most cases of
cyber sabotage and espionage, citizens represent only secondary targets of such
actions, while the primary ones remain the government and private sectors. A
tactic used in order to cause great financial losses is by using the cyberspace for
spying on targeted private sector areas, as it has already been used by China several
times against the USA11. The effects can cause uncertainty to the economic sector,
distrust in possible partners and sometimes accuse the government as incapable
of protecting its own territory against foreign threats.
Using cyber espionage, is not always related to causing huge damage to the
target country; in some cases smaller countries use it in order to gain information
on the latest research and development projects. The cyberspace ambitions of
authoritarian leaders from Iran and North Korea, having bad relations with Western
countries, are linked to discovering the newest military technology12 13. Even
when not having the industrial capacity or the political will to produce stolen
technology blueprints, it will remain an asset worth trading or selling on the
international market. In isolated cases we have seen classified governmental
information transmitted to WikiLeaks, to incite public unrest caused by a political
decision that was never meant to become public.
Cyber sabotage has become an alternative way of causing damage to a targeted
state while not being directly involved. Their targets are mostly critical networks
such as health, energy and infrastructure, which can cause significant effects on
the civil population while also achieving their objective. One example that we
can name here is the recent December 2015 blackout in the Ukraine when its
power grid was subjected to a cyber-sabotage, leaving most of its population
without electrical power14. The benefits to the attacker are lower, mainly because
the main purpose is delivering a powerful hit to the targeted country, that could
demonstrate its incapacity in fighting a cyber-war. Facing such devastating effects
on a national scale, most governments ask for external aid in order to regain
stability and resolve existing vulnerabilities. However, resolving existing problems
does not ensure that the event won’t repeat itself, and patching one software
vulnerability means another, not yet discovered, can be used in an attack.

————————
11 Brandon Valeriano, Ryan C. Maness, Cyber War Versus Cyber Realities: Cyber Conflict in the
International System, Oxford University Press, Oxford, 2015, p. 69.
12 Ju-min Park, James Pearson, Inside North Korea’s Secret Cyber Warfare Cell, http://www.huffington
post.com/entry/north-korea-cyber-warfare_us_5921b182e4b094cdba54c705, accessed on: 28.09.2017.
13 Eric Auchard, Once ‘kittens’ in cyber spy world, Iran gains prowess: security experts, https://www.
reuters.com/article/us-iran-cyber/once-kittens-in-cyber-spy-world-iran-gains-prowess-security-experts-idU
SKCN1BV1VA, accessed on: 28.09.2017.
14 Kriangsak Kittichaisaree, Public International Law of Cyberspace, Springer International, Cham,
2017, p. 156.

68

ALEXANDRU ION

5

Comparing both cyber spying and cyber sabotage reveals interesting information
regarding their damage to the targeted device. We can understand that a cyber
sabotage attack, the moment it bypasses the security protection on a computer,
causes huge damage to the data, followed by more substantial casualties after the
initial impact. Its effects are limited and it does provide damage to the network
in the short-term, but over a longer period it could not extend further. On the other
hand, cyber espionage it causes less damage to the targeted networks, having a
low initial impact, however it takes longer in order to cause more data loss. As
time passes, data loss caused by cyber espionage increases, making it an effective
tactic against a rival state in the long-term, gaining new information from the
device in the following months if the attack isn’t discovered. Comparing both
forms of cyber-attacks (Image 1.1) we can easily understand why cyber espionage
has become an important instrument used by Governments in their competition
to gain the upper hand in the virtual environment.

Image 1.1: Comparing the effects of cyber sabotage
and espionage on a target device

Even if the attacks are well planned by the attacking side there are chances
that they will be apprehended by the authorities, however denying a direct
implication of their government in the action. Such is the case of the five Chinese
hackers who were involved in malicious activities against US corporations in
201415. Although several other people were arrested for their implication in
cyber espionage and sabotage, that doesn’t mean that it has a powerful impact
on the operations conducted. For this reason, we can only expect the number of

————————
15 Department of Justice, U.S. Charges Five Chinese Military Hackers for Cyber Espionage Against U.S.
Corporations and a Labor Organization for Commercial Advantage, https://www.justice.gov/opa/pr/uscharges-five-chinese-military-hackers-cyber-espionage-against-us-corporations-and-labor, accessed on:
27.09.2017.
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reported events to increase in the coming period16. The stakes of attacks have
grown and for this reason alone, countries participating in the global conflict
aren’t willing to stop. It would be interpreted as a sign of weakness, giving up in
front of the competition, accepting the fact that you have faced a terrible defeat
in cyberspace and being incapable to defend your national network as a direct
consequence. This would mean that your population is exposed to online threats,
private companies will have to deal with huge economic problems that could
cause them to go bankrupt, and finally all sectors under government control
would simply stop working. It may very well seem like an apocalyptic image,
but events happening in cyberspace have proven in numerous cases that it would
appear possible.
Efforts that are put every day in developing new methods to make cyberattacks more capable of inflicting huge amounts of damage onto rival states are
becoming a subject discussed by researchers. There are countries that aren’t
interested in an offensive doctrine in cyberspace, but would rather focus on their
security and human rights, such as the European Union17. Apart from this exception
we can also name another relevant example, which considers neutrality as an
option in international relations and isn’t inclined to change that – Switzerland.
Choosing not to get involved in the cyberspace conflict doesn’t mean that you
would become less targeted by attackers, because that is not the reason for
starting cyber warfare in the first place. The main purpose behind the hybrid war
is to gain valuable insight on what your rivals are planning and to obtain financial
benefits while also inflicting damage on their economy. It has become less relevant
who the target is, but more important what is gained from the attack.
One of the most difficult tasks regarding cyberspace is to obtain a peace
agreement or a truce between national actors currently involved in cyber warfare.
Analyzing the state of current affairs, it would seem not only difficult to achieve,
but also technically impossible18. How can anyone guarantee that cyber-attacks
wouldn’t come from their national territory? Considering the actual technology
that is available today, we should ask ourselves: can we even be certain that some
attacks originate from the suspected country? Cyber laws exist only for those
who agree to face the consequences for their actions when they are caught, but
how can you really punish a state sponsored operation against another country?
There haven’t been any real diplomatic sanctions for such a behavior, and issuing
a declaration of war doesn’t seem a better alternative to resolve the initial problem.
It is not a priority at this moment, for any international actor, to find a way of
proving that they are really interested in bringing peace and imposing laws in
cyberspace, stopping the ongoing hybrid war.

————————
16 Andrea Little Limbago, Destructive cyberattacks are only going to get worse, http://www.businessinsider.
com/equifax-breach-proves-that-cyber-attacks-are-only-going-to-get-worse-2017-9, accessed on: 27.09.2017.
17 Rob Engelaar, Germany big target of cyber espionage and attacks: Government report, https://www.cn
bc.com/2017/07/04/germany-big-target-of-cyber-espionage-and-attacks-government-report.html, accessed on:
28.09.2017.
18 Misha Glenny, Are China and the US ready for a truce on cyber-espionage? https://www.theguardian.
com/commentisfree/2015/sep/23/china-usa-truce-cyber-espionage, accessed on: 28.09.2017.
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There are alternatives on how to improve diplomacy between countries in
cyberspace, such as agreeing to create a common international institution capable
of deciding how to better resolve issues. It would be similar in characteristics to
the United Nations, having representatives from all the countries involved, in one
way or another, in cyber conflict. Having a legislation that has been voted by all
the parts and respecting it in order to ensure that all members have stated their
opinion concerning actual problems would be another possibility. Frequent meetings
of the representing members would ensure that no subject or event would be
ignored in cyberspace. Such an agreement would be more beneficial to all concerned
parties than continuing cyber operations19. Damage sustained from cyber sabotage
and cyber espionage, compared to reaching a long-term agreement, would definitely
lead to reducing the budget on cyber security. Balancing them, it may prove
more useful to large countries such as the US, Russia and China, but it would
less preferable to small countries like Iran and North Korea. Imposing sanctions
for their action would result in no significant change of behavior, as during the
last couple of years both countries have received financial restrictions that didn’t
influence their national agenda.
As we can see, there are a number of ways to resolve conflicts in cyberspace,
but the problem is that the effort necessary to do so is far greater than the individual
ambition of countries. Reaching an agreement on stopping hostilities represents
just the first step of a far greater challenge, which is imposing rules for everyone
to compromise upon. It may often be unreasonably challenging to do so, this
being the reason why most international actors would choose to continue the fight
for supremacy in cyberspace. The only concern that remains regarding cyber conflict
is the possibility that the war will expand beyond the virtual environment. Dealing
with such a scenario will have serious implications upon bilateral relations, as
human casualties would ensure that a declaration of war would soon follow. Until
then, conflicts in digital space will continue, remaining invisible for most of the
population, having only limited effects for those who are not directly involved
in the conflagration.

Conclusions

As we can see from the paper, both cyber sabotage and cyber espionage are
dealing serious damage to the governmental and private sector every year,
offering a pessimistic perspective on what we can expect in the near future. The
problem is that none of the international actors are willing to resort to a solution
to stop the ongoing conflict and to prioritize diplomatic talks. It has become
evident that on the Internet no real alliance or neutrality is respected. This is
mainly because no rules govern the virtual environment and no real institutions
are present to resolve issues that may appear and could have been easily resolved.
In the absence of those. cyberspace will continue to remain an anarchic arena
where the winner takes all.

————————
19 Benjamin Mueller, Why we need a cyberwar treaty, https://www.theguardian.com/commentisfree/2014
/ jun/02/we-need-cyberwar-treaty, accessed on: 28.09.2017.
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We have seen, through the comparison between cyber sabotage and cyber
espionage, that the effects vary, making them different tactics used by different
countries that yield different results in the end. Cyber sabotage, although is an
effective way to produce huge data loss in a limited time, doesn’t prove to be an
efficient continuing mode after reaching a critical state of the initial attack. Cyber
espionage would prove to be an effective tactic on the long term when it comes to
obtaining valuable information from the targeted network, but would have a limited
impact if the attack is discovered shortly and stopped. Both methods have been used
several times against rival countries, allied and neutral, sometimes even publicly
declaring that they are responsible for them. On other occasions the attacker hasn’t
been identified; in most cases, governments resort to keeping such events hidden
from the public.
It has been demonstrated that there are theoretical methods through which we
can stop such conflicts between international actors, and putting them into practice
may prove difficult, but it would certainly be worth the effort. Some may argue
that the UN has always been the international organization capable of resolving
complicated issues, such as the current cyber war. The answer is that a problem
concerning cyberspace could never be resolved by the UN, mainly because large
political actors such as the USA, China and Russia would never come to an
agreement in the position of member in the Security Council. It would be necessary
to create a new international organization, capable of creating legislation for cyber
space to compromise upon. If we were to discuss the possibility of this happening
today it would sound impossible, but that doesn’t mean that in future it won’t be
practical. I will conclude this paper with an optimistic point of view, that countries
would soon understand that hybrid war is not so different from conventional war.
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